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ABSTRACT
The issue of digital privacy has become one of the fundamental issues in the contemporary technologically 
interconnected world, as it appears in technological, legal, and social aspects. The paper examines the 
theoretical propositions, technological improvements, and regulatory context, and how public education 
is useful in creating a safe digital environment. As the process of digitization increases exponentially, 
the issue of the use of personal data, its storage, and security has become acute. The survey has provided 
the main ideas of data anonymity, consent, data breaches, and the list of the main stakeholders, people, 
corporations, governments, and regulators. The paper explores the use of new technologies, such as 
encryption, differential privacy, privacy-enhancing technologies, and zero-knowledge proofs that aid 
in data security and ensure safe data exchange. Simultaneously, global laws, such as GDPR, CCPA, 
and PDP Bill of Indonesia are examined to evaluate legal regulations in the field of data privacy and 
challenges of their application. Digital literacy and understanding of privacy are highlighted as one of 
the key factors that will guarantee that each person is capable of making a well-informed decision about 
his or her privacy. The paper also provides a comparative literature review that outlines the various 
views, interdisciplinary research, and real-life models that can be used to enforce digital privacy. The 
importance of this integrated effort is to ensure synergy between technology, law and education to 
develop sustainable, and ethical as well as user-centered digital ecosystems.

Key words: Anonymization, Cybersecurity, Data protection, Digital literacy, Digital privacy, 
Encryption, GDPR, Privacy regulations, Privacy-enhancing technologies, Public awareness

INTRODUCTION

The issue of privacy is gaining some traction 
in the media and regulatory discussions. This 
increased awareness of privacy is because of 
the increased usefulness of information of 
data.[1] The price of gathering data, storage, 
transmission, and analysis is very cheap due 
to digitization. This has led to the growing 
popularity of the use of digital data in decision-
making.[2] Information significantly enhances the 
well-being of customers by empowering them to 
receive customized services and products at a 
significantly lower price. Companies can raise 
their revenues using this fact and customers 
can obtain higher-quality products and services 
that will fit their needs. Nonetheless, the use 
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of such data has several disadvantages. Some 
of these consequences are apparent. People are 
naturally resentful of the gathering and use of 
personal information. To be able to collect and 
protect customer data, it is direct to businesses. 
Furthermore, individuals and companies can 
find out that someone uses this information 
against them.
Striking the right balance between safeguarding the 
fundamental right to privacy of the people and the 
leverage of the benefits of the AI-driven innovations 
will be an important issue that will receive enhanced 
focus as the technologies evolve further in the 
future. Privacy is one of the important human rights 
that must be enjoyed to have a free and democratic 
society. It encompasses the right of an individual to 
protect his or her personal conversations, activities, 
and personal information on one hand and protects 
against unauthorized access.[3] However, the 
importance of the right to confidentiality can be 
explained in a number of ways. Privacy is closely 
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associated with the concept of personal autonomy or 
the ability of a person to make independent choices 
in his or her life without any external influence or 
pressure.[4] The right to privacy involves exercising 
the freedom to select personal relationships, beliefs, 
and preferences among others. It is important because 
it allows individuals to decide regarding their lives.
Data privacy regulation, particularly in the U.S., 
lacks an overarching federal mechanism to 
standardize data privacy.[5] The GDPR and CCPA, 
among other regulators, are digital privacy laws 
that help individuals control their information 
through transparency, collective consent, and 
accountability. Nevertheless, individuals are quite 
ignorant and most of the users do not know their 
rights, and they are oblivious about the use of their 
data. Although digital literacy and infrastructure 
are basic concerns in developing countries, in 
developed countries, some of the concerns are 
digital privacy and sophistication of services.[6,7] 
These differences point to the necessity of the 
overall appreciation of the elements that affect 
the use of digital services, particularly the impact 
of mass awareness and education on closing the 
digital divide.[8] One important element in the 
effective implementation of digital public services 
is education. The gap in knowledge should 
be addressed using education and awareness 
campaigns and people must be enabled to make 
informed decisions about privacy in the digital era.
This paper aims to explore digital privacy by 
reviewing protective technologies, analyzing 
global regulations, and assessing public awareness, 
highlighting key challenges and opportunities for 
improving data protection practices.

The Paper’s Structure

This document has the following structure: Section 
II outlines the fundamentals of digital privacy. 
Section III discusses global data protection laws 
and regulatory frameworks. Section IV explores 
public awareness strategies and educational tools. 
Section V presents a comparative analysis of 
reviewed studies. Section VI concludes with key 
findings and future work.

FOUNDATIONS OF DIGITAL PRIVACY

The control of personal information in the digital 
world, where data are constantly being gathered, 

processed, and shared, is known as digital 
privacy. The economics of privacy examines the 
compromises between the advantages of data 
sharing and the possible risks of data abuse, 
according to Acquisti, Taylor, and Wagman. Data 
can enhance efficiency and personalization but 
may also expose individuals to risks, such as 
discrimination or identity theft.[9] These dynamics 
create a privacy paradox, where individuals value 
privacy but often act against it. Understanding 
these economic incentives is crucial for designing 
effective privacy protections that balance 
innovation with individual autonomy.

Historical Evolution of Digital Privacy

With the rapid development digital environment, 
privacy legislation is increasingly needed to 
safeguard individuals’ rights. The expansion of 
the Internet, social networks, and data analysis 
technology made possible an explosion of the 
generation, gathering, and global exchange of 
personal data. Consequently, traditional privacy 
law, in most instances developed for the pre-
digital world, lagged behind the accelerated pace 
of technology innovation. This has brought a deep 
shift in the conception of, and legal protection of, 
privacy. The legal definition of privacy dates back 
to the early 1900s, but laws pertaining to privacy 
were not developed until the late 1900s in response 
to the digital revolution. The United States Privacy 
Act of 1974 was one of the first significant pieces 
of law pertaining to privacy protection, aiming 
to control how government agencies gather and 
handle personal data. However, by creating a 
framework for the protection of personal data 
within the EU, the 1995 Data Protection Directive 
of the European Union established a global 
standard for privacy regulations. The GDPR, 
which was adopted in 2018, marked the latest 
advancement in privacy laws.

Key Concepts in Digital Privacy

Data anonymity
Anonymization and de-identification are 
techniques used to eliminate identifying 
information from electronic record data.[10] De-
identifying is the procedure that eliminates or 
substitutes personal Although a de-identified 
dataset may include an encrypted person identifier 
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that would enable authorized personnel to re-
establish a connection between an individual 
and their data, it must not contain information 
that would allow an unauthorized person to infer 
an individual’s identity from the existing data 
components.

Consent
Concerns about the use of personal data are 
common. According to  people want to be certain 
that the information they provide is being used 
only and lawfully for the purposes for which 
they have given their consent. Users should also 
have the option to revoke their permission at any 
moment.[11] Consent is recorded legally and can be 
used as evidence in court cases or disagreements.

Data breach
Phishing schemes, a common cyberattack 
technique, take advantage of human mistakes 
by deceiving users into disclosing their login 
information by using phoney emails or websites 
that look authentic. Credential stuffing attacks 
exploit login credentials that have been stolen 
or disclosed from a single data breach to access 
other user accounts on several platforms without 
authorization.[12] Brute-force attacks, which 
are more computationally demanding, employ 
automated tools and powerful computers to exploit 
weak or widely used credentials by methodically 
guessing passwords through trial and error. In 
the case of a data breach, a compromised central 
server might expose a great deal of sensitive 
biometric data, making it unreliable or useless for 
further verification.

Major Stakeholders in Digital Privacy

Representing the most susceptible stakeholders 
in the realm of digital privacy, they are generally 
referred to as the “data subjects.”[13] The major 
stakeholders include individuals, corporations, 
governments, and regulatory bodies. People are 
interested in keeping their personal information 
safe and ensuring control over their digital 
identities. Corporations are in control of large 
quantities of user information and are required 
to guarantee adherence to privacy regulations. 
Governments act as both regulators and data 
collectors, whereas regulatory groups bring 

law frameworks to guarantee the preservation 
of people’ privacy and ethical data usage in the 
digital ecosystem.

TECHNOLOGIES FOR DIGITAL PRIVACY

Throughout the past 20 years, digital technologies 
have revolutionized all facets of marketing and 
elevated consumer privacy to the forefront of 
both study and discussion.[14] Digitalization has 
undoubtedly benefited businesses and consumers 
by making data more accessible and useful, but 
consumer privacy concerns pose significant 
challenges.[15] In a world where digital technologies 
affect every part of their lives as consumers, their 
understanding of privacy and its implications is 
always shifting. In fact, consumers’ understanding 
of what privacy entails has greatly increased.

Encryption and Cryptography

Cryptography is the process of converting data 
from a readable form to an unreadable form to 
achieve the security requirements. Cryptography 
or encryption is also provides authentication to 
users as well as protecting the data. Usually, the 
original data are called plaintext, and encrypted 
data are called ciphertext. Hence, the result 
of converting plaintext to ciphertext is called 
encryption, as well as the result of converting 
ciphertext to plaintext is called decryption.[16] 
Cryptography could be classified into two groups, 
which are symmetric and asymmetric encryption. 
Cryptography is so important in cloud computing 
because the user must transfer his particular data 
through the internet to be stored in the cloud. 
Hence, without encrypt, the data are easily 
discovered by the attackers in the cloud storage. 
The data must be applied to strong encryption to 
be protected against attackers.

End-to-end encryption
A user’s messages cannot be read by the server 
hosting them or by any adversary who intercepts 
data while the message is being sent thanks to 
the encryption used in “end-to-end” encrypted 
messaging.[17] “End” in “end-to-end” encryption 
refers to the “endpoint,” which is the user’s client 
device rather than the server.



Patel: A Survey on Digital Privacy: Technologies, Regulations, and Public Awareness

AJCSE/Apr-Jun-2025/Vol 10/Issue 2 4

Public key infrastructure (PKI)
A comprehensive system that offers digital signatures 
and public-key encryption is known as PKI. Keys and 
certificates are managed by PKI. PKI might assist a 
company in establishing and maintaining a reliable 
and trustworthy networking environment. PKI is 
commonly used interchangeably with asymmetric 
encryption because, as illustrated in Figure 1, 
it is more secure than symmetric encryption.[18] 
Mathematically, a public key and a secret key are 
related; the former is used for encryption, and the 
latter for decryption. Everyone knows the public 
key, but only the owner knows the private key.

Privacy-Enhancing Technologies (PETs)

The protecting people’s privacy through 
technology is aim of PETs.[19] Their objective 
is to safeguard user identities by making users 
and data subjects anonymous, pseudo-Nymity, 
unlikable, and unobservable. Many PETs based on 
various building elements, such as cryptographic 
primitives or information separation, have been 
suggested in the past ten years to address network 
traffic anonymization, identity management, 
or anonymous data storage. Since privacy is a 
multifaceted notion, PETs can target all elements 
of information privacy, making PET categorization 
a challenging endeavor. A number of taxonomies 
and classifications, including the outstanding 
taxonomy of safe and reliable computing.

Differential privacy
The curator’s algorithm for releasing information 
is the randomized function K. Thus, the data set 
is the input, and the information that has been 
made public, or the transcript, is the output.[20] It 
is not necessary to distinguish between interactive 
and non-interactive situations. A database is a 
collection of rows. Databases D1 and D2 differ by 
no more than one element when one database is a 
valid subset of the other and the larger database 
include only one extra row. The differential 
privacy equation is illustrated in Equation (1):

Pr[K(D1)i S]≤exp(ϵ)× Pr[K(D2) S] (1)

If every S ⊆ Range (K) and every data set A 
randomized function K provides differential 
privacy if D1 and D2 differ by no more than one 
element. The probability is computed over a total 
of K coin flips.

Zero-knowledge proofs
By using a “zero-knowledge proof” cryptographic 
technique, one party (the prover) can demonstrate 
to another (the verifier) that they are aware of a 
certain fact without actually disclosing it. This 
might be very useful in circumstances when 
private information needs to be kept secret to 
preserve its security and privacy. To convince the 
verifier that they are aware of a secret input, the 
prover must present proof. This is accomplished 
by utilizing QAPs and R1CS to convert the 
function into an arithmetic circuit. A conversation 
between the verifier and the prover takes place 
through a setup process that generates proving and 
verifying keys to ensure mathematical soundness 
and secrecy of the proof.[21] This structured 
process enables secure, non-interactive validation 
without exposing the private input or revealing the 
computation’s internal logic, as shown in Figure 2.

Anonymization and Pseudonymization Tools

The original data are altered by data anonymization, 
making it more difficult to identify a specific 
person. This process is facilitated by two popular 
open-source programs: Amnesia and ARX 
Data Anonymization. Data anonymization is 
mostly employed by businesses that gather and 
retain personal information for use in direct or 

Figure 2: Generic prover and verifier interaction

Figure 1: Public key infrastructure
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indirect purposes (public health, marketing, and 
research).[22] In these situations, the data must be 
anonymized as it contains sensitive information 
that might threaten privacy.
In biomedical research, pseudonymization is 
a frequently used data-level approach. It is 
recommended or required as a fundamental data 
protection measure by several laws, rules, and 
recommendations.[23] The privacy-by-design measure 
of pseudonymization, as opposed to other PETs like 
differential privacy, is often implemented throughout 
the phases of data collection and integration. Certain 
areas use terms, such as “linked-anonymization” and 
“pseudo-anonymization” interchangeably. Some 
commonly used pseudonymization tools that help 
protect personal data by replacing identifying fields 
with pseudonyms are ARX (Data Anonymization 
Tool) and Amnesia.

DIGITAL PRIVACY REGULATIONS AND 
PUBLIC AWARENESS

The goal of digital privacy law is to address 
information asymmetry and other market failures. 
Some proponents have downplayed the expenses 
associated with digital privacy rules, despite 
lawmakers supposedly creating them to protect 
consumers.[24] A sizable portion of people think 
that government regulation is the required remedy 
for privacy issues, notwithstanding governments’ 
own histories of digital privacy infringement.

Global Privacy Laws

The global privacy laws refer to the national 
and International laws and rules that control 
how personal data are gathered, used, 
stored, shared, and protected across national 
boundaries.[25] These regulations are intended to 
safeguard individuals’ right to privacy in a world 
that is growing increasingly digitally connected 
and interconnected.

General data protection regulation
The GDPR requires EU Member States to 
exercise discretion in implementing certain 
GDPR requirements, such as administrative fines, 
to conform to local legal procedures, even while it 
creates standardized data protection laws that are 
applicable across the EU.

California consumer privacy act
The 2018 CCPA, which becomes operative in 
January 2020, has given Californians greater 
control over their personal information. It enables 
people to refuse to sell or share personal information 
with third parties, to request disclosure of the data 
that businesses gather about them, and to file a 
lawsuit against businesses that infringe upon these 
rights.[26] In a similar vein to the GDPR in the 
EU, the CCPA is an act that attempts to enhance 
transparency and accountability by extending 
consumer control, restricting organizational data 
behaviors, and empowering regulators to penalize 
non-compliant parties.

Personal data protection (PDP) bill
PDP Bill, which was produced by the Indonesian 
government and forwarded to the parliament for 
review and potential enactment into law, aims to 
secure the personal information of Indonesians.[27] 
If the PDP law is implemented with few changes, 
it mostly adopts the principles of international 
privacy procedures, such as the Organization for 
Economic Cooperation and the EU GDPR.

Role of Digital Literacy and Education

The capacity to learn, unlearn, and adjust to 
changing technology is part of literacy in today’s 
digital culture, which goes beyond reading and 
writing. Digital literacy now encompasses not only 
technical skills, such as file management, but also 
cognitive and social abilities, such as interpreting 
user interfaces and engaging safely online.[28] As 
technology advances, the definition of digital 
literacy continues to evolve, requiring ongoing 
updates in educational content. To enable people 
to safely traverse the digital world, safeguard their 
privacy, and fully engage in digital settings, it is 
imperative that digital literacy be promoted.

Regulatory Bodies and Enforcement Mechanisms

Since they are required to make sure that businesses 
adhere to data protection policies and standards, 
regulatory agencies and enforcement frameworks 
are essential to maintaining digital privacy. The 
Federal Trade Commission in the US, promoting 
compliance, investigating user complaints, and 
punishing infractions, is the responsibility of the 
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EDPB in Europe and the Data Protection Board 
in India. These authorities embrace the norms 
of transparency, consent, and accountability of 
data handling practices.[29] There also ought to be 
efficient enforcement measures, such as audits, 
fines, and legal prosecution, which would make 
sure that personal information is not misused and 
individuals have confidence in digital platforms 
and technologies.

LITERATURE OF REVIEW

This section explores diverse perspectives 
on digital privacy, highlighting individual 
expectations, global legal frameworks, educational 
interventions, and technical models. It emphasizes 
interdisciplinary approaches and emerging 
privacy-preserving technologies to address the 
complex challenges in safeguarding data across 
digital environments.
Ahmadon et al. emphasize the necessity of 
representing the expectations of individuals 
regarding their privacy, which must be taken into 
consideration in the digital realm. Present a digital 
privacy idea map after that to illustrate the intricacy 
of putting in place efficient privacy safeguards that 
encompass a wide range of areas and elements. 
Last but not least, make use of a digital privacy 
model that reframes the privacy debate to propel 
solutions that begin with the people and their 
needs. The combined conversation can assist IT 
workers in comprehending and addressing the 
opportunities and difficulties related to digital 
privacy.[30]

Birrell et al. give a taxonomy of the rights and 
responsibilities imposed by 24 privacy laws and 
data protection rules selected from across the 
world, accounting for both those that have and have 
not been the focus of regular research by computer 
scientists. Then, arrange 270 technical research 
papers that look at the consequences of these 
laws and how technology developments might 
strengthen legal protections using this classification. 
These articles were published in computer science 
journals. Finally, use an interdisciplinary approach 
to evaluate the findings in this area and offer 
suggestions for further study conducted at the 
intersection of computer science and law.[31]

Alghamdi et al. (2023) an online survey comprising 
26 questions about mobile privacy was completed 
by sixty-six computer science students from Saudi 

Arabian universities. The survey was broken 
down into five sections: Information protection, 
public networks, applications and permissions, 
browsers, and accounts and passwords. According 
to the poll, even while computer science students 
are aware of the potential hazards of their mobile 
devices disclosing personal information, over half 
of them are nevertheless eager to do so when using 
apps that demand sensitive or private data.[32]

Ihsan et al. offer a game design architecture that 
safeguards cybersecurity information and privacy. 
A platform game called Datanion was developed 
to assess the design and inform the public 
about online data privacy protection. Computer 
equipment, private information, and mental health 
are all negatively impacted by this ignorance. 
Players may enjoyably learn the fundamentals of 
cybersecurity with these games, including how 
firewalls operate, how to identify and steer clear 
of phishing websites, and how to create strong 
passwords. Playing these games has the advantage 
of increasing player motivation, engagement, and 
comprehension of cybersecurity ideas while also 
helping end users who are not experts in the field 
increase their awareness and understanding of 
cybersecurity.[33]

Ogunseyi and Adedayo offer a framework for 
understanding the industry’s data privacy issues 
and analyzing the many privacy strategies 
that may be employed to resolve them for 
researchers and investigators working in digital 
forensics. Examine the cryptographic methods 
used in digital forensics to safeguard privacy in 
particular, and group them according to whether 
they facilitate multi-keyword searches, numerous 
investigators, or trustworthy third parties. It lists 
a few disadvantages of using cryptography-based 
techniques in digital forensics that protect privacy 
and offers possible fixes for the issues found.[34]

Kasera et al. examine earlier studies and focus on 
concerns related to large data security and privacy. 
The importance of technology in relation to big 
data is highlighted in the study. The issues with 
data privacy that big data-related technologies 
must deal with are discussed in this paper. The 
article outlines some privacy-friendly measures 
designed to protect privacy. To ensure large data 
security, the study proposes a few privacy-friendly 
technologies and methods.[35]

Table 1 presents a summary of the literature 
review, highlighting each study’s focus, approach, 
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key findings, challenges, and proposed future 
directions.

CONCLUSION AND FUTURE WORK

In a time when data-driven technologies are shaping 
society more and more, Digital privacy has grown 
to be a major concern for governments, businesses, 
and individuals. The survey on digital privacy 
examined the intersection of PETs, regulatory 
approaches, and public awareness. It emphasized 
the importance of encryption, consent management, 
and anonymization techniques in mitigating data-
related risks. Regulatory frameworks, such as 
GDPR, CCPA, and Indonesia’s PDP Bill were 
discussed to highlight the progress made and the 
gaps that still exist in enforcement and public 
understanding. Education emerged as a crucial 
factor in strengthening digital resilience, with 
initiatives like gamified cybersecurity training 
showing promise in raising user awareness. Despite 
these advancements, challenges remain, particularly 
in reconciling legal frameworks with technological 
realities and addressing user behavior patterns that 
undermine privacy efforts. Bridging these gaps 
requires collaboration across disciplines.

Future research should focus on designing 
adaptive, user-centered privacy tools, expanding 
digital literacy programs, and refining regulatory 
models to accommodate emerging technologies, 
such as AI, IoT, and blockchain, maintaining the 
right to privacy in the quickly evolving digital 
landscape.
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