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Abstract Since smart cities aim at optimizing resource usage and
preserving the environment while providing a satisfying quality of
life to the residents, smart cities mainly utilize the Internet of
Things (IoT). The IoT is an essential part of environmental data
collection since it processes raw environmental data and provides
decision-supporting information. In order to optimize urban
infrastructure, enhance public services, and raise inhabitants'
quality of life while maintaining environmental sustainability, 10T
combines sensors, networked devices, and sophisticated data
analytics. With an emphasis on important applications including
smart waste management, energy, transportation, and health, 10T-
driven smart cities are thoroughly examined in this article.
Researchers look at how the perceptual, network, and application
layers of the 10T help with effective data processing and decision-
making. Additionally, this work discusses significant challenges,
including data security, system scalability, and device
heterogeneity, and highlights future directions like energy-efficient
devices, advanced communication protocols, and enhanced privacy
frameworks. By addressing these challenges, 10T technology have
the potential to create intelligent and sustainable urban ecosystems
for coming generations.

Keywords Internet of Things (1oT), smart cities, loT architecture,
data security, sustainability, intelligent ecosystems.

I. INTRODUCTION

In 1999, once Internet-based methods were available in the 1990s,
the creation of the phrase IoT. The 10T) is a concept in computer
science that allows commonplace things to potentially link to the
web. The IoT is based on the premise that billions, if not trillions, of
intelligent objects, can detect their environment, convey and
understand data, and then respond to events. It is anticipated that
there will be more than 28 billion linked devices by 2021[1].
Through the use of interoperable ICTs, a worldwide infrastructure
known as the 10T connects virtual and physical objects to deliver
improved services. Numerous research have examined cloud
computing and networks caused by the 10T [2]. In contrast to many
other services, the loTis mostly propelled by technological
advancements on the Internet rather by customer needs or app
suggestions. Through a variety of techniques, including sensor
networks, embedded devices, and pervasive and ubiquitous
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technology, 10T enables items to "talk" to one another computing
[3].

The fundamental idea behind using technologies like RFID,
sensors, actuators, and cell phones, the 10T connects various objects
that produce and/or gather data so that they can communicate with
one another. The three tiers of the loT architecture are the
perception, network, and application layers, starting with the lowest
level of segmentation. This ambient data, which platforms need to
execute algorithms or guarantee the supply of certain services [4], is
called the physical/perception layer. In the 10T, the network layer
plays a crucial role in processing and sending the data acquired,
whereas the perception layer only detects and gathers data.
Therefore, given that cities' infrastructures and resources are
anticipated to be under increased stress in the near future, it is
anticipated that they would confront considerable problems. The
loT can create "smart worlds,"” such as "smart cities,” "smart
towns,"” and "smart homes," where any object may communicate
with another object thanks to the unconventional combination of
several seemingly commonplace equipment. Around the world, a
number of towns have made investments to become "smart" in an
effort to enhance environmental and citizen services as well as
municipal operations. Generally speaking, smart cities are those
that use ICT and other cutting-edge technologies to ensure resource
sustainability for both current and future generations while
improving citizen quality of life, promoting competition, and
boosting municipal service efficiency [5].

e  Structure of the paper

This document has the following structure: 10T in smart cities is
summarized in Section Il. Section Il looks at 10T applications in
the domains of health, transportation, and energy. Section IV
discusses implementation concerns such data security and
scalability. Section V reviews case studies and relevant literature,
while Section VI suggests subjects for further research.

e Overview Of lot In Smart Cities

The 10T has the potential to connect virtual and real-world objects.
Based on the fact that the loT is the interconnection of many
different gadgets, “smart worlds” are created: “smart cities”, “smart
towns”, “smart homes” etc., in which any object may communicate
with any other object. Through the growth of item automation and
information sharing over this Smart World has been made feasible
by the Internet and the loT [6]. Smart cities are been regarded as
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one of the main catalysts of the 10T application growth. In point of
fact, it is possible to conceptualize smart cities in an almost
boundless number of ways due to the plural and multidimensional
nature of the phenomenon. The descriptions are numerous, but one
of the most used describes it as: “ the city where business
infrastructure, social infrastructure, information technology and
physical infrastructure are united to capitalize on city’s
intelligence”[7].

e  Relationship between IoT and smart cities

The term "smart city" is used to describe a kind of metropolitan area
that makes good use of information technology in order to
streamline services for citizens and make the most of available
resources. This might be information from the virtual world or
tangible objects. This connection can occur at any moment, perhaps
while you are travelling continuously throughout the globe, at any
time of day, in any location, whether inside or out, and between any
of the following: humans and machines (H2M), machines and
humans (M2M), or humans and machines (H2H) [8]. The six
verticals of Smart Cities are Smart Transit, Smart Environment,
Smart People, smart governance, smart economics, and smart
lifestyle, according to Idogho et al. Smart cities are focused on
users, while 10T is often more focused on technology. They are all
moving in the same direction with the same goal of enhancing
services for modern cities [9][10]. Figure 1 shows the connection
between the 10T and key components of Smart Cities [11].
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e  Relationship between 10T and smart cities[3]

e |OT Based Smart City Architecture

An 10T Smart City's digital architecture consists of three levels:
perception, network, and application. These layers work together to
enable new public services and reinvigorate existing ones. Figure 2
shows the data flow in this paradigm and offers a generalized
representation of these three layers: from interpreting digital signals
that represent real-world circumstances to turning data into useful
applications and actionable information [12].
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e  Architectural Layers of Smart Cites

Consequently, the perceptual, network, and application layers make
up the overall architecture of the IoT in Smart Cities. To guarantee
an efficiency and expandability of city operations, this architecture
is essential for managing the interaction between digital and
physical systems. The architecture may help to regulate data flows
and technological integration to achieve the maximum effective use
of resources, improve the quality of the services, and enhance the
general quality of the urban environment. The 10T architecture is so
critical to future smart city plans as it deals right with the issues of
sustainability, safety and efficiency related directly to urban
environments as it allows all of these built-in capabilities [13].

e  Perception Layer

The Sensor gear that can sense the physical environment makes up
the smart city's perception layer [14]. It then relays these
perceptions to other systems inside the city. Sensors that measure
environmental factors like weather and asset monitoring systems
that keep an eye on transportation infrastructure are examples of
perception layer devices. All of the sophisticated systems of a smart
city rely heavily on sensing. For instance, by keeping an eye on
public infrastructure, including highways, bridges, and buildings,
utilizing sensors, maintenance may be carried out more effectively
using the information gathered from the sensors. Applications for
energy management in Intelligent Transportation Systems (ITS)
enable load forecasting through the use of traffic monitoring
sensors, lowering energy use and reducing accidents and traffic
congestion [15].

e  Network Layer

The fundamental function of the network layer is to facilitate the
transmission of data from the application layer to the perception
layer [12]. The requirements of the networks, the constraints of the
applications, and the capabilities of the devices all influence how to
build up a suitable network architecture. To fulfil the requirements
of smart cities, more sophisticated features like data aggregation
and improved interoperability are introduced as networking
technologies evolve. Wired networking is less prevalent than
wireless networking, which makes up the great majority of smart
city technologies. Here, we'll go into great depth on four popular
technologies [16].

e  Application Layer

The last component of an loT-based SmartCity's design, after the
perception and network levels, is the application layer. It offers a
software framework for utilizing the smart city's physical
infrastructure to evaluate data and offer community services. Real-
time data is essential to many of these services, and it must be
efficiently handled and combined.

e loT Technologies for Smart Cities

The 10T is making cities "smart cities” by facilitating effective
resource management, raising urban living standards, and
streamlining municipal processes. An overview of loT-based smart
city technologies may be seen below:

e  Message Queuing Telemetry Transport (MQTT)

The MQTT protocol is widely compatible and user-friendly,
supporting a multitude of devices. QoS levels allow MQTT for the
10T to ensure message delivery to the correct recipient, even when
devices have a weak connection. This protocol is somewhat more
adaptable than others [17].

e Raspberry Pi

These are small boards that cost a few tens of dollars, measure the
size of a credit card, take instructions through an attached TV or
computer monitor and a standard keyboard and mouse. With its
inbuilt Wi-Fi module, operating system, multitasking capabilities,
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and hardware that supports four input peripherals, A fantastic
alternative for a central controller is the Raspberry Pi.

®  Radio Frequency Identification (RFID)

One network-connected portable or edge device is the RFID reader.
The tag is activated by radio signals it broadcasts. An
electromagnetic wave is sent back to the antenna by the active tag,
where it is converted into information. There is an integrated
transponder in the RFID tag [18].

e  Sensor

A device that identifies shifts in physical environment and conveys
such information to another system is termed a sensor. A sensor
typically translates a physical occurrence into a voltage signal in an
analogue form that can be read or at intervals as a digital signal,
readable by an individual or for investigation.

e  Global Positioning System

A group of satellites called to enable worldwide navigation, the
Global Positioning System, or GPS, synchronizes time, position,
and speed. GPS is a common technology that is included in watches
[19], smartphones, and automobiles. It makes it easier to navigate
from one place to another [20].

e  Applications Of 10T in Smart Cities

This eliminated the earlier idea of Smart Cities as referred to the l1oT
and advanced technology to make better decisions, monitor cities,
and provide better services for the people that live in the cities. The
Internet of Things can allow a huge range of everyday applications,
including Smart Buildings, Smart Industry, Smart Agriculture,
Smart Health, and Smart Education. In this way, one may argue that
an essence of Smart Cities lies in most of the available loT
application domains. In addition to providing examples of the 10T's
application areas across several smart city dimensions, Figure 3
depicts the important areas for deploying the Internet of Things in a
smart city [21].
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e Applications of 10T in smart cities

e  Smart Health

In hospitals, homes, and workplaces, a Wireless Body Area
Network (WBAN) based on inexpensive wireless sensor network
technologies might greatly enhance patient monitoring systems. The
little sensors may be embedded in the body or attached to its
surface. For the purpose of connecting to a medical device, the
sensors employ many WPAN technologies. Numerous physiological
traits may also be measured by the sensors, and They are gathered
and examined by distant servers. Some of these variables include
blood flow rate, body temperature, rate of breathing, blood pressure,
blood Ph and the rest [22].

e  Smart Parking
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In this use case, every parking space has a wireless sensor (or other
linked object). A management server is notified by the sensor at the
parking place when a car parks or when a parked car departs the
spot. The server can leverage visualization platforms, including
smartphones, car Human Machine Interfaces (HMIs), or billboards,
to inform drivers of parking vacancies by gathering data on parking
bay occupancy. Additionally, this information will allow the city
council to enforce parking violations. The automated technology
known as Radio Frequency Identification (RFID) can be very
helpful for vehicle identification systems. This technology is used
to identify vehicles and automatically collect parking lot payments
[22].

e  Smart Energy

In contemporary cities, energy is connected to nearly every
element. Anonymized data from smart sensors in an loT home, for
example, might be used to monitor and optimize the occupancy of
residential units for energy conservative purposes. Specifically, 10T
empowers knowledge (remote) through the means of online
materials without the users physically attending events in smart
city. By helping people use less public and private transportation,
distance learning can help reduce energy use. Additionally,
providing efficient energy management which includes smart
parking, traffic management, and congestion relief is the primary
goal of smart energy in transportation [3].

e  Smart Transport

Transportation management and smart parking are two important
uses of smart transportation. Smart parking is a topic that has been
thoroughly studied for Al deployment towards smart mobility as it
seeks to address the issue of assisting users in finding parking
places in order to save time and minimize gas emissions. Using
picture and/or other occupancy sensing modalities, solutions to this
problem have been developed as both a classification challenge and
a regression problem [23]. While classification algorithms guide
drivers based on the shortest distance and are used for user
localization within parking lots, regression techniques are usually
employed to forecast future occupancy levels in parking lots [24].

e  Open Challenges And Future Directions

An outstanding issue in the field are highlighted in this section,
explores current limitations, and proposes potential pathways for
future research and innovation to address these gaps.

e  Challenges in 1oT Implementation for Smart Cities

A present limitation of loT-based Smart Cities are described in
depth in this section. As shown in the accompanying picture, there
are several 10T concerns for smart grids. Figure 4 impressively
illustrates the range of issues:
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e 0T challenges for smart cities

. Data Security and Privacy

Massive data generation from 0T devices poses privacy and data
security issues. It is crucial to ensure secure communication [25],
put strong data protection mechanisms in place, and shield critical
information from unwanted access. Clear rules and guidelines must
also address privacy issues in order to foster confidence among
stakeholders and citizens [11].

e  Heterogeneity

In general, lIoT systems have evolved with exceptional and
distinctive solutions, each component connected to the specific
application context. The authorities must then join these several
subsystems after analyzing their target situations and defining the
necessary hardware and software. For IoT systems, providing such
substructures and acquiring an appropriate cooperative scheme
among them is undoubtedly a significant and difficult task [26].

e  Reliability

There are several dependability issues with loT-based solutions.
The mobility of autos, for instance, makes their connections
unreliable. Also, there would be certain reliability issues if a large
number of smart technologies participated, especially in terms of
their failure.

e Large Scale

The numerous scattered devices that are most likely implanted in a
big area environment need to communicate under a number of
specific conditions. The loT system provides an appropriate
framework for analyzing and aggregating data from various devices.
However, because this massive amount of data is collected at rapid
rates, making the typical problems more difficult to handle, it
requires appropriate storage and computing capacity.

e Sensor Networks

One outstanding technological advancement that makes the Internet
of Things possible is sensor networks. They have the ability to
measure, infer, and comprehend environmental indices, which can
help shape the world. Effective and affordable systems for large-
scale remote sensing applications have been made possible by
recent technological advancements.

e Legal and Social Aspects

Based on the information supplied by users, the 10T system is
probably a service [27]. The service providers are bound by a
variety of national and international rules as a result of these
agreements. Furthermore, candidates are adequately incentivized to
participate in a specific scenario and data collection. If applicants
could choose and take part in the event-specific registration details,
the process would be much more streamlined [28].

e Big Data

Along with evaluating the massive volume of data produced by the
roughly 50,000,000,000 devices, attention must be paid to data
transportation, storage, and recall. It should come as no surprise that
the 10T infrastructure is one of these major data sources. The three
main needs that are emphasized in big data issues are quantity,
speed, and variety [29].

e DR Barriers

The system's responsive demand can be aided by the Internet of
Things. There may still be a number of other hurdles that limit
involvement in DR initiatives. As shown in Figure 5 above, these
challenges may be disposed into three main categories: framework
barriers, provider barriers, and customer barriers. These categories
are all comprehensive.
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e  Future Directions

e The primary issues of manufacturing sectors are the
production of smart devices, sensors [30], and Internet of Things
items with high reliability, interoperability, battery life, and
efficiency [31].

e Future studies on the development of communication
protocols with wide bandwidth, long range, and fast data rates are
also essential.

e  Privacy, safety, trust, security [32], and service quality For
academics and developers, managing loT systems presents difficult
research challenges. Power management and energy harvesting
solutions for smart devices are essential considerations for reliable
and continuous services in loT-assisted smart cities.

e  To guarantee programming, data processing, security [33], and
privacy, Internet of Things researchers and developers must also
specialize in application and system software development [34].

e Literature Review

This section offers a brief literature review of loT solutions and
smart city solutions. New risks and best practices- An analysis for
businesses. Table I displays the list of papers which were reviewed.
Whaiduzzaman et al. (2022) delivers a synopsis of the ideas, traits,
and uses of smart cities. They delve deeply into the uses, problems,
and potential solutions related to smart cities, drawing on cutting-
edge innovation like blockchain and ML. They go over the
capabilities of 10T devices, architectures, and ML techniques in the
context of cloud and fog 10T ecosystems. To make smart cities
more reliable and secure, they also include privacy and security
features, such as blockchain applications. In addition to outlining
the Smart City mega-events framework's conceptual model, they
emphasize smart cities' principles, features, and applications [35].
Vijayan et al. (2021) planned review piece delves on the use of the
loT in smart cities, targeting traffic-related needs.  Sensor
technologies used for loT applications are also covered in the
article. Important information for enhancing national technological
growth via the implementation of the loT in smart cities is
presented in this article. These days, creating a sustainable
environment is greatly aided by the l1oT. The loT is the finest
technology to make efficient use of resources and space because of
overpopulation, which increases transportation strain [36].

Kasubi, D.h and Demewez (2021) the big picture of Smart Cities,
Big Data, and the loTs is discussed. The article goes on to
highlight the many difficulties associated with the 10T, big data, and
smart cities, as well as their characteristics and applications.
Additionally, the suggested study has laid out the connection
between the loT and Big Data as they pertain to smart cities,
highlighted the function of loT and Big Data within smart cities,
and lastly, explored the potential future directions of 10T and Big
Data in relation to smart cities [37].

Feardous et al. (2022) explains the primary problems and the
actions needed to solve them in the emerging nations of South
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Africa. It also includes research and analysis on smart cities enabled
by the 1oT. In many cities, the goal of making them smart cities has
been achieved with a major focus on sustaining the ecological
integrity of cities. Modern technology in particular, ICT is
incorporated in almost all aspects of urban existence. It could
therefore be said that 10T is the foundation of bringing into being
smart cities [38].

Sanim et al. (2021) smart cities' waste level management system
may unite cutting-edge technologies with Internet of Things-based
solutions. The findings reveal that although current solutions
differed in the specific sensors and communication technologies
they used, they were comparable in the platform they utilized to
interact with 10T technologies. The study also reveals that a lot of
earlier research made use of Arduino Uno. The researcher will be
able to better use various technologies or enhance the current system
with the help of the study's results [39].

Abdulsattar et al. (2022) strives to provide a thorough grasp of
smart city ideas, implementations, and functions. The report also
describes the necessary components and features of a smart city, as
well as the loT technologies for implementing such a system. By
using technology and physical objects, the 10T establishes
connections between them that do not need human intervention.
Therefore, smart cities, or smarter cities, might be built anywhere.
Smart city technologies made possible by the Internet of Things
encourage eco-friendly living, customer comfort, and employee
productivity [40].

1) Presents the Comparative Table based on Overview of IoT in
Smart Cities
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e  Conclusion And Future Work

In order to solve the urgent problems of resource scarcity,
environmental sustainability, and rising urbanization, the Internet of
Things has emerged as a crucial element in the transformation of
conventional cities into smart cities. This research examined in
detail the loT applications, architectural frameworks, and
technologies that support the development of smart cities. In many
fields like waste management, energy management, smart health,
and transport, 10T offers real time data gathering, processing and
decision supporting fantasy. By optimizing resource use,
minimizing environmental effect, and raising the calibre of public
services, these examples show how loT-driven solutions may
dramatically raise urban living standards.

Future studies should concentrate on enhancing energy efficiency,
creating reliable communication protocols, and protecting loT
system security and privacy. Furthermore, more robust and flexible
smart city solutions may be made possible by developments in
blockchain, artificial intelligence, and 5G and 6G technology. loT
can continue to transform urban living by tackling these issues,
making cities safer, smarter, and more sustainable for the next
generation

REFERENCE

[1] E. Sisinni, A. Saifullah, S. Han, U. Jennehag, and M. Gidlund,
“Industrial internet of things: Challenges, opportunities, and
directions,” IEEE  Trans. Ind. Informatics, 2018, doi:
10.1109/T11.2018.2852491.

[2] K. M. R. Seetharaman, “Internet of Things (IoT) Applications in
SAP: A Survey of Trends, Challenges, and Opportunities,” Int. J.
Adv. Res. Sci. Commun. Technol., vol. 3, no. 2, 2021, doi: DOI:
10.48175/IJARSCT-6268B.

[31 A. H. Alavi, P. Jiao, W. G. Buttlar, and N. Lajnef, “Internet of
Things-enabled smart cities: State-of-the-art and future trends,”

12



(4]

[5]

(6]

[7]
(8]

(]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]

[20]

[21]

[22]

Real-Time Liability Monitoring in Annuities Using Actuarial Dashboards on Streaming Data

Meas. J. Int. Meas. doi:

10.1016/j.measurement.2018.07.067.

K. Murugandi, “End-to-End SAP Implementation in Global Supply
Chains: Bridging Functional and Technical Aspects of EDI
Integration,” Int. J. Res. Anal. Rev., vol. §, no. 2, pp. 894-900, 2021.

P. Bellini, P. Nesi, and G. Pantaleo, “IoT-Enabled Smart Cities: A
Review of Concepts, Frameworks and Key Technologies,” Applied
Sciences (Switzerland). 2022. doi: 10.3390/app12031607.

C. Gonzélez Garcia, D. Meana-Llorian, B. C. Pelayo G-Bustelo, J. M.
Cueva Lovelle, and N. Garcia-Fernandez, “Midgar: Detection of
people through computer vision in the Internet of Things scenarios to
improve the security in Smart Cities, Smart Towns, and Smart
Homes,” Futur. Gener. Comput. Syst., vol. 76, pp. 301-313, Nov.
2017, doi: 10.1016/j.future.2016.12.033.

C. Harrison et al., “Foundations for Smarter Cities,” IBM J. Res.
Dev., 2010, doi: 10.1147/JRD.2010.2048257.

M. Gopalsamy, “Artificial Intelligence (Al) Based Internet-ofThings
(loT)-Botnet Attacks Identification Techniques to Enhance Cyber
security,” Int. J. Res. Anal. Rev., vol. 7, no. 4, pp. 414-420, 2020.

C. Perera, A. Zaslavsky, P. Christen, and D. Georgakopoulos,
“Context Aware Computing for The Internet of Things: A Survey,”
IEEE  Commun. Surv. &amp  Tutorials, 2013, doi:
10.1109/SURV.2013.042313.00197.

K. Murugandi and R. Seetharaman, “A Study of Supplier Relationship
Management in Global Procurement : Balancing Cost Efficiency and
Ethical Sourcing Practices,” Int. J. Adv. Res. Sci. Commun. Technol.,
vol. 2, no. 1, pp. 724-733, 2022, doi: 10.48175/IJARSCT-7744B.

J. Thomas, K. V. Vedi, and S. Gupta, “The Effect and Challenges of
the Internet of Things (IoT) on the Management of Supply Chains,”
Int. J. Res. Anal. Rev., vol. 8, no. 3, pp. 874-879, 2021.

K. Su, J. Li, and H. Fu, “Smart city and the applications,” in 2011
International Conference on Electronics, Communications and
Control (ICECC), 2011, pp. 1028-1031. doi:
10.1109/ICECC.2011.6066743.

S. Pandya, “Predictive Analytics in Smart Grids : Leveraging Machine
Learning for Renewable Energy Sources,” Int. J. Curr. Eng. Technol.,
vol. 11, no. 6, pp. 677-683, 2021.

S. Murri, “Data Security Environments Challenges and Solutions in
Big Data,” Int. J. Curr. Eng. Technol., vol. 12, no. 6, pp. 565-574,
2022.

G. P. Hancke, B. de C. de Silva, and G. P. Hancke, “The role of
advanced sensing in smart cities,” Sensors (Switzerland). 2013. doi:
10.3390/5130100393.

R. Khan, S. U. Khan, R. Zaheer, and S. Khan, “Future internet: The
internet of things architecture, possible applications and key
challenges,” in Proceedings - 10th International Conference on
Frontiers of Information Technology, FIT 2012, 2012. doi:
10.1109/FIT.2012.53.

H. Omondi, P. Musau, and A. Nyete, “Smart grid energy management
system for industrial applications,” in 6th IEEE International Energy
Conference, ENERGYCon 2020, 2020. doi:
10.1109/ENERGY Con48941.2020.9236544.

S. Madakam, R. Ramaswamy, and S. Tripathi, “Internet of Things
(IoT): A Literature Review,” J. Comput. Commun., 2015, doi:
10.4236/jcc.2015.35021.

Vikas Thakran, “A Review of 3D printing methods for pharmaceutical
manufacturing: Technologies and applications,” Int. J. Sci. Res. Arch.,
vol. 4, no. 1, pp. 250-261, Dec. 2021, doi:
10.30574/ijsra.2021.4.1.0207.

M. Whaiduzzaman et al., “A Review of Emerging Technologies for
loT-Based Smart Cities,” Sensors, vol. 22, p. 9271, 2022, doi:
10.3390/522239271.

K. Szum, “loT-based smart cities: A bibliometric analysis and
literature review,” Eng. Manag. Prod. Serv., vol. 13, pp. 115-136,
2021, doi: 10.2478/emj-2021-0017.

B. Hammi, R. Khatoun, S. Zeadally, A. Fayad, and L. Khoukhi,
“Internet of Things (IoT) Technologies for Smart Cities,” IET

Confed., 2018,

AJCSE/Jan-Mar-2023/Vol 8/Issue 1

(23]

[24]

[25]

[26]

[27]

(28]

[29]

(30]

(31]

(32]

(33]

(34]

(35]

(36]

(371

(38]

(39]

Networks, vol. 7, 2017, doi: 10.1049/iet-net.2017.0163.

G. Modalavalasa and S. Pillai, “Exploring Azure Security Center: A
Review of Challenges and Opportunities in Cloud Security,” ESP J.
Eng. Technol. Adv., vol. 2, no. 2, pp. 176-182, 2022, doi:
10.56472/25832646/JETA-V212P120.

A. S. Syed, D. Sierra-Sosa, A. Kumar, and A. Elmaghraby, “Iot in
smart cities: A survey of technologies, practices and challenges,”
Smart Cities, 2021, doi: 10.3390/smartcities4020024.

A. and P. Khare, “Cloud Security Challenges : Implementing Best
Practices for Secure SaaS Application Development,” Int. J. Curr.
Eng. Technol.,, vol. 11, no. 6, pp. 669-676, 2021, doi:
https://doi.org/10.14741/ijcet/v.11.6.11.

S. Talari, M. Shafie-Khah, P. Siano, V. Loia, A. Tommasetti, and J.
P. S. Cataldo, “A review of smart cities based on the internet of things
concept,” Energies. 2017. doi: 10.3390/en10040421.

A. Goyal, “Enhancing Engineering Project Efficiency through Cross-
Functional Collaboration and IoT Integration,” Int. J. Res. Anal. Rev.,
vol. 8, no. 4, pp. 396402, 2021.

A. A. P. A. P. Sheth et al., “Transforming Big Data into Smart Data:
Deriving Value via Harnessing Volume, Variety & Velocity Using
Semantics and Semantic Web,” in IEEE Internet Computing, 2007.

A. Rejeb, K. Rejeb, S. Simske, H. Treiblmaier, and S. Zailani, “The
big picture on the internet of things and the smart city: a review of
what we know and what we need to know,” Internet of Things
(Netherlands), wvol. 19, no. July, p. 100565, 2022, doi:
10.1016/j.i0t.2022.100565.

K. Murugandi and R. Seetharaman, “Analysing the Role of Inventory
and Warehouse Management in Supply Chain Agility : Insights from
Retail and Manufacturing Industries,” Int. J. Curr. Eng. Technol., vol.
12, no. 6, pp. 583-590, 2022.

Mani Gopalsamy, “An Optimal Artificial Intelligence (Al) technique
for cybersecurity threat detection in IoT Networks,” Int. J. Sci. Res.
Arch.,, vol. 7, no. 2, pp. 661-671, Dec. 2022, doi:
10.30574/ijsra.2022.7.2.0235.

Suhag Pandya, “Advanced Blockchain-Based Framework for
Enhancing Security, Transparency, and Integrity in Decentralised
Voting System,” Int. J. Adv. Res. Sci. Commun. Technol., vol. 2, no.
1, pp. 865-876, Aug. 2022, doi: 10.48175/IJARSCT-12467H.

Suhag Pandya, “Innovative blockchain solutions for enhanced
security and verifiability of academic credentials,” Int. J. Sci. Res.
Arch.,, vol. 6, no. 1, pp. 347-357, Jun. 2022, doi:
10.30574/ijsra.2022.6.1.0225.

M. Talebkhah, A. Sali, M. Marjani, M. Gordan, S. J. Hashim, and F.
Z. Rokhani, “IoT and Big Data Applications in Smart Cities: Recent

Advances, Challenges, and Critical Issues,” IEEE Access, vol. 9, pp.
55465-55484, 2021, doi: 10.1109/ACCESS.2021.3070905.

M. Whaiduzzaman et al., “A Review of Emerging Technologies for
loT-Based Smart Cities,” Sensors, vol. 22, no. 23, p. 9271, Nov.
2022, doi: 10.3390/s22239271.

D. S. Vijayan, S. Arvindan, V. Gokulnath, and K. Manoharan,
“Applications of IoT in Smart Cities and Highways-A Review,” in
Proceedings of the 5th International Conference on I-SMAC (loT in
Social, Mobile, Analytics and Cloud), I-SMAC 2021, 2021. doi:
10.1109/I-SMAC52330.2021.9641058.

J. W. Kasubi, M. D.h, and G. D. Demewez, “A review on the Internet
of Things and Big Data Analytics Based on Smart Cities,” in
Proceedings - International Conference on Artificial Intelligence and
Smart Systems, ICAIS 2021, 2021. doi:
10.1109/ICAIS50930.2021.9395958.

J. Feardous, M. S. T. Anubhove, E. Hossain, S. M. M. Ahmed, and
M. Zeyad, “Evaluation of Modern Smart Cities in South Asian
Countries: Advanced Applications of Internet of Things (IoT),” in
2022 International Conference on Smart Systems and Technologies
(SST), 2022, pp. 197-202. doi: 10.1109/SST55530.2022.9954667.

S. Sanim et al., “A review of loT-based smart waste level monitoring
system for smart cities A review of loT-based smart waste level
monitoring system for smart cities,” Indones. J. Electr. Eng. Comput.



[40]

Real-Time Liability Monitoring in Annuities Using Actuarial Dashboards on Streaming Data

Sci., vol. 21, no. 1, pp. 450-456, 2021, doi: 10.11591/ijeecs.v21.il.

N. F. Abdulsattar, A. H. Abbas, M. H. Mutar, M. H. Hassan, M. A.
Jubair, and M. I Habelalmateen, “An Investigation Study for
Technologies, Challenges and Practices of IoT in Smart Cities,” in
2022 5th International Conference on Engineering Technology and its
Applications (IICETA), 2022, pp. 554-557. doi:
10.1109/11CETA54559.2022.9888474.

AJCSE/Jan-Mar-2023/Vol 8/Issue 1

14



	REVIEWARTICLE
	I. Introduction
	Reference


